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Britain raises security flag over Huawel

LONDON

Report bolsters U.S. claim
that company is a risk, but.
officials don't call for a ban

BY ADAM SATARIANO

A PBritish review of Huawei has found
“significant” security problems with the
Chinese company’s telecommunica-
tions equipment, a conclusion that sup-
ports a United Statgﬁ effort to ban it
from next-generation wireless net-
works.

The British report, released on Thurs-
day, said there were “underlying de-
fects” in Huawei’s software engineering
and security processes that govern-
ments or independent hackers could ex-
ploit, posing risks to national security.
While the report did not call for an out-
right ban of Huawei equipment, it was
endorsed by the country’s top cyber-
security agency.

The conclusions buttress the Trump
administration’s push to convince its al-

lies that Huawei, the world’s largest

maker of telecommunications equip-
ment, creates grave risks to national se-
curity. The White House has accused
Huawei of being an arm of the Chinese
government that can be used for spying
or to sabotage communications net-
works, a charge that Huawei has vehe-
mently denied.

But the American push has run into
hurdles. Many countries, including Brit-
ain, have resisted the effort to ban
Huawei, arguing that the risk can be
mitigated. It is a critical time for wire-
less carriers as they prepare to spend
billions of dollars to introduce 5G, the
next-generation of wireless networks,
which governments see as essential in-
frastructure for a rapidly digitizing
global economy.

The British report highlights broader
challenges facing many countries.
While Huawei products may pose
cybersecurity risks, the company is a
key provider of the equipment needed to
build 5G networks. If countries issue an
outright ban, they could face costly de-
lays in adopting the technology, which
not only will increase the download

. speeds of mobile phones but is expected

to create breakthroughs in manufactur-
ing, transportation and health care. And
Huawei is already a central part of many
countries’ telecommunications net-
works, making a ban logistically diffi-
cult.

Governments are looking to continue
using Huawei’s equipment while lim-
iting its risks. Germany, Jridia‘and the
United Arab Emirates, among others,
have signaled they are unlikely to follow
the Americans’ lead on a ban of
Huawei’s 5G equipment.

This week, the European Union is-
sued recommendations on securing 5G
networks that didn’t call for a Huawei
ban. The British government is ex-
pected to issue new telecommunica-

tions regulations this year.

One main concern raised by the
United States and others pushing for a
ban is Huawei’s ties to the Chinese gov-
ernment, which maintains tight control
over the national economy. A law
adopted by China in 2017 has been inter-
preted as requiring companies to pro-
vide assistance to Beijing on national se-
curity matters.

The British authorities are trying to
differentiate Huawei’s security flaws
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The report said governments could exploit equipment that is used in wireless networks.
The White House has accused Huawei of being an arm of China’s government.

from a broader effort by Beijing to infil-
trate its networks. The report on Thurs-
day described a company with poor en-
gineering practices and problems stem-
ming from those engineering flaws.

In the report, British officials deter-
mined that Huawei could not replicate
much of the software it built, meaning
that the authorities could not be sure
what code was being introduced into the
country’s wireless networks. They add-
ed that Huawei had poor oversight of

suppliers that provided components for
its products.

“There remains no end-to-end integri-
ty,” the report said.

Since 2010, Britain has had an
oversight board, now led by the National
Cyber Security Center, tasked with
overseeing Huawei's operations. The
company'’s products and code are re-
viewed at a security lab about 70 miles
outside London.

In December, after British officials
raised questions with Huawei about its
practices, the company pledged to
spend $2 billion over the next five years
toimprove its software and security pro-
cesses.

The approach is seen as a potential
model for other countries looking to add
more safeguards over Huawei. Ger-
many has opened a security lab in Bonn
where Huawei's equipment and code
can be reviewed. The company has also
opened a facility in Brussels to appease
the concerns of European Union offi-
cials. :

British officials have remained confi-
dent the Huawei risk can be managed.
Ciaran Martin, the head of the National
Cyber Security Center, said this year
that an outright ban wasn’t necessary
because the couniry had strong
oversight and kept Huawei equipment
outside the most sensitive areas of the
country’s networks,

Yet Thursday’s ,report remained
sharply critical of Huawei. “No material
progress has been made,;” the report
concluded. :



